Information and Communication Technologies (ICT) have become integral to everything we do. No one can imagine life today without some form of ICT. With such ubiquitous dependence on ICT, there are those who will abuse it and try to find ways to penetrate our lives through it, whether stealing our private data, robbing our valuables and money or just finding ways to annoy us. To protect businesses and consumers from such bad actors, whether state-sponsored, criminals, or the 14-year-old next door, companies have made billions of dollars introducing and selling all types of security products, services, and features-firewalls, antivirus, hard disk encryption, the list goes on. Biometric-based security products, services, and features, however, are in a class of their own. Their main use is to authenticate a user. When such services are hosted in the cloud, they become biometrics-as-a-service (BaaS)-the theme of this issue.
Biometric services can be very diverse. In fact, I can go out on a limb (pun intended) and say that virtually all of a person's body parts (fingerprints, retina, teeth/dental, hair, facial structure, etc.), components (blood type, microbiome, DNA, etc.), or characteristics (height, weight, eye color, voice, etc.) can be included in a biometric service. The reason is that the constellation of elements that make up a person's body is unique to that person. In other words, they don't rely on the hardware the person carries (e.g., dongles), which can be stolen, or what they know (e.g., birthday, pet's name), which can not only be stolen or guessed by brute-force attacks or social engineering, but worse yet are widely available through social media.
Instead, biometric security relies on hard to reproduce characteristics of people themselves. After all, why rely on a 4-digit PIN when you could use the multi-billion base pair long sequence of human DNA. The simplest biometric service that millions of us are already using is the fingerprint readers in our smart phones, which are becoming ubiquitous (note that fingerprints are typically stored on the phone and not in the cloud, otherwise it could be a challenge to unlock your phone in a place where there is no connectivity). Other types of biometric services are voice recognition, facial recognition, gait recognition, finger vein recognition, and iris recognition. The way this typically works is that the digitized image is encrypted and stored in a secure location in a device such as a smart phone. For BaaS, these are services where the digitized record is stored in the cloud instead of the device the person carries or uses.
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It is expected that biometric services will see large-scale adoption in the next few years as they are becoming associated with the typical consumers' mobile experience. They are getting adopted in various industry verticals such as banking, transportation, and retail. For example, airlines are experimenting with facial recognition for their boarding process. Banks are rolling out fingerprint technologies to identify clients. Biometrics have also been adopted by governments. In fact, countries are considering using them as national identity methods.
Biometric services do not come without challenges. For example, facial recognition may require a similar amount of lighting and background as when the original images were taken, and security holes have already been identified in commercially available products. Voice recognition in a noisy environment may be difficult. Fingerprints have been "stolen" from broadcast HD video of celebrities. But it is clear that we should be able to combine several biometrics to deal with whatever challenging environment the user is in and also to strengthen the identification process. Additionally, clients need to be given a variety of biometrics options to identify themselves. For example, if someone is driving and needs to access their bank account, they may not be able to easily use a retinal image or perhaps even their fingerprints, but they can easily use voice recognition to identify themselves. An additional potential challenge with biometrics is that they do not change-unlike passwords where we can change them whenever we lose them. Will there be a way in the future to change human biometrics? Anything is possible. Even today, people can wear masks to fool facial recognition or fake fingerprints. As I mentioned earlier, for BaaS, the digitized record, against which authentication takes place, is stored in the cloud and is typically encrypted. But if there are ways to steal it and unencrypt it, then game over-we will not be able to rely on them. That said, there are other ways to reduce or eliminate this possibility further and that is by splitting the digitized record into many bits and pieces and storing them encrypted in various disparate disconnected locations and devices, and to use multi-factor authentication: something you know (e.g., password), something you have (e.g., USB security device), and something you are (e.g., DNA).
An interesting angle to biometric services is to see how to use them in new markets and for new audiences, such as using biometric services in IoT deployments. This will depend on the use case, but it is worthwhile to see how to incorporate them as basic or additional security measures, especially for the things at the edge. Note that things can be people carrying devices such as smart phones, or could be unlocking the wine fridge.
This theme of this issue is a special one: "Biometrics-as-a-Service: Cloud-Based Technology, Systems, and Applications" with Guest Editors Silvio Barra, Kim-Kwang Raymond Choo, Michele Nappi, Arcangelo Castiglione, Fabio Narducci, and Rajiv Ranjan. I would like to thank them for all their efforts in producing this issue. I also urge the readers to read their guest editors introduction.
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